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Abstract. In this paper, we present biometric person recognition experiments in
a real-world car environment using speech, face, and driving signals. We have
performed experiments on a subset of the in-car CIAIR corpus collected at the
Nagoya University, Japan. We have used Mel-frequency cepstral coefficients
(MFCC) for speaker recognition. For face recognition, we have reduced the feature dimension of each face image through principal component analysis
(PCA). As for modeling the driving behavior, we have employed features based
on the pressure readings of acceleration and brake pedals and their timederivatives. For each modality, we use a Gaussian mixture model (GMM) to
model each person’s biometric data for classification. GMM is the most appropriate tool for audio and driving signals. For face, even though a nearestneighbor-classifier is the preferred choice, we have experimented with a single
mixture GMM as well. We use background models for each modality and also
normalize each modality score using an appropriate sigmoid function. At the
end, all modality scores are combined using a weighted sum rule. The weights
are optimized using held-out data. Depending on the ultimate application, we
consider three different recognition scenarios: verification, closed-set identification and open-set identification. We show that each modality has a positive effect on improving the recognition performance.

1.

Introduction

Biometric person identification is a new and exciting research area which finds application in many different problems related to authentication, access control, keyless
entry, and secure communications. Application of person and behavior identification
in a vehicular environment has also attracted interest recently. This paper presents experiments for recognizing people in moving vehicles.
Due to competition in automotive industry, it is not too far when we will have cameras and microphones and various other sensors inside a vehicle that will gather and
process multimedia data with the purposes of safer driving, improved comfort of
driver and the passengers, and secure communications. Recognizing people in a car
will be important to achieve the following benefits [1]:

1. Ensuring safety of the vehicle by requiring authorization before and/or during driving a car to make sure the current driver is an authorized driver,
2. Personalizing the vehicle suiting the driver’s physical and behavioral characteristics, thereby, creating a comfortable, safe and efficient driving environment which minimizes distractions, and hence avoidance of many accidents attributed to driver error,
3. Providing safety to the vehicle, people, and goods in a commercial vehicle,
via passive and active warning systems, even enabling authorities to disallow a driver who should not be or is not in a condition to be behind a wheel,
4. Enabling secure mobile transactions within a car, such as mobile banking,
using biometric authentication.
There are serious challenges to person identification inside a car, especially if we
are to assume no user cooperation. Over the past two decades, many algorithms, systems, and even technologies for speaker and face identification have been developed
with varying degree of success (acceptable through excellent). Having been designed
under idealized and controlled environments, however, in real-world environments
both modalities suffer due to non-ideal conditions. In face recognition, for instance,
change of illumination and pose, occlusions, facial expression, facial accessories, facial hair tend to deteriorate performance. For speaker recognition, external noise and
channel effects, illnesses affecting the glottis and vocal tract, emotional speech, etc.
may decrease performance. There are many studies to improve the performance of
each modality within itself, such as to extract more robust features and to use more efficient normalization methods. Unfortunately, most of the methodologies under consideration are fairly mature and major breakthroughs are not forthcoming. Alternately,
the research focus has shifted to the usage of multiple modalities together, so that
when one of the modalities is not reliable or fails, other modalities can be relied upon.
This is achieved through feature or decision fusion. Fusion of information derived
from each modality can be performed in many ways.
In this paper, we attempt to use three different modalities, namely, speech, face and
driving signals to recognize drivers of moving vehicles. We use MFCC features for
speech, PCA features for face and the features extracted from the pressure readings of
the acceleration and brake pedals and their derivatives. We combine information from
each modality by computing a weighted sum of normalized modality scores. We determine the best weights by optimizing the verification performance on held-out1 data.
We consider three different types of person recognition: (i) verification, (ii) closed
set identification, and (iii) open set identification.
We report our experimental results on a twenty people subset of the CIAIR database [2]. We organize the paper in the following way. After introducing types of person recognition problems in section 2, we briefly introduce speaker and face recognition algorithms in sections 3 and 4. We explain how we used driving signals to
recognize people in section 5. Next, we give details about our fusion algorithm. The
experimental results are presented in section 7 and the conclusions are provided in
section 8.
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The held-out data is a portion of available training data that is not used during training or testing, but used to adjust certain parameters of the recognition system. Sometimes held-out data
is called validation data.

2.

Problem Formulation

The task of recognizing people in vehicles is difficult for the following reasons:
• In vehicles, the subjects, especially the driver, are not expected to pose for
the camera since their first priority is to operate the vehicle safely. Hence,
there are large illumination and pose variations. In addition, partial occlusions and disguise are common.
• The quality of video is usually low, and due to the acquisition conditions, the
face image sizes are smaller (sometimes much smaller) than the assumed
sizes in most existing still image based face recognition systems.
• Speech acquisition in a car is prone to noise and channel distortions due to
the engine and mechanical noise and reverberations in the vehicular chamber.
For comfort and ease of use, far-talking microphones are employed instead
of near-talking or head-set microphones. As expected, usage of far-talking
microphones decreases signal-to-noise ratio significantly and makes speaker
recognition much more difficult.
Therefore, the use of multimodal biometrics becomes the most sensible route to
follow for robust and reliable person identification inside a moving vehicle.
As in all other applications, the person recognition inside a car can be formulated
as either a verification problem or an identification task. In the verification problem, a
person’s claimed identity is verified using her/his model in a known pool of subjects.
On the other hand, one must be more careful in formulating an identification problem,
which can be cast as either an open-set or a closed set identification problem. In the
closed-set case, a reject scenario is not defined and an unknown subject is classified
as one of the N-registered people. In the open-set case, however, the goal is to decide
whether the person is among the registered people in the database or not. The system
identifies the person if there is a match and otherwise rejects the claimed identity.
Hence, the problem becomes an N+1-class identification problem, including a reject
class. It is not difficult to see vehicle safety application can be addressed using an
open-set identification scenario, while in-vehicle secure transactions application may
be addressed under a verification task.

3.

Speaker Recognition Mode

Speech signal (voice) is the most natural and non-invasive modality to identify a person in a vehicle. As in many other parametric speech processing applications, a set of
features (hopefully robust and reliable) are extracted for each frame of speech over a
short-time overlapping and advancing time window. It is worth noting that we preprocess speech signals to detect voice activity and extract features only from regions
of audio where voice activity is present.
Features used for speaker recognition differ slightly from the ones used for speech
recognition. In this study, we have used 12 coefficients of the Mel-frequency cepstral
coefficients (MFCC) feature vector, i.e., in order to avoid dependence on acquired
voice’s energy, we have not included the energy coefficient. In addition, we did not

use ∆ and ∆∆ features as well, since their inclusion did not show any improvement
as it was reported in an earlier study [3].
MFCC features are obtained using a filterbank of overlapping triangular filters
placed according to the critical bands of hearing. The logarithms of filter output energies are computed. Then a DCT transform of these log-filterbank-energies is taken to
de-correlate and reduce the dimension of the feature set as follows:
N
πk

ck = ∑ m j cos 
( j − 0.5) ,
N


j =1

(1)

where {ck} represent MFCC features and {mj} stand for log-filterbank-energies.
These speaker features are considered as independent identically distributed random
vectors drawn from a parametric probability density function (pdf). To model the pdf,
Gaussian mixture models (GMM) are commonly used in speech processing community:
K
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Here x represents the feature vector, ck are mixture coefficients and N(x, µk , Σk ) are
individual Gaussians for representing a particular speaker Si. For computational reasons, Σk are chosen to be diagonal matrices. GMMs have been used in textindependent speaker recognition with great success [4]. A popular way of using
GMMs in speaker recognition is to train a large background speaker model (say with
1024 Gaussians) and adapt this model to each speaker using that particular speaker’s
data.
In this paper, we train a GMM for each speaker from scratch and we use relatively
less number of mixtures, which nevertheless gives satisfactory performance in this
application. During the testing phase, the per-frame log-likelihood value of observed
data ( x j ) Nj =1 under the model of a particular speaker Si can be computed as:
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We also train a background model, one more GMM, with twice the number of mixtures. Background GMM is required for normalization in likelihood ratio testing for
speaker verification. The log-likelihood of the observed data under the background
model, Lg can also be computed in a similar way. For verification task, the Bayesian
decision amounts to the comparison of the log-likelihood-ratio, Li-Lg to a threshold.
Robustness against noise can be an important issue in speaker recognition, especially if the training and testing conditions are mismatched. In our case, we have had
the training and testing conditions matched. Hence, we did not perform any specific
robustness algorithm such as feature and score normalization. In our future studies,
we plan to include algorithms for robustness against noise and channel effects.

4.

Face Recognition Mode

Among the plethora of face recognition methods, the paradigm based on face appearance data, template-based algorithms and their concomitant subspace versions, such
as PCA and LDA methods are the most popular (see [5] for a comprehensive review).
Since number of pixels in a face image can be rather large, it is reasonable to reduce
feature dimension by projecting to a lower dimensional subspace. Thus, subspace projection techniques perform well for face recognition. Principal component analysis
(PCA) is the most popular subspace projection technique used for face recognition [68].
PCA computes a linear transformation that maximizes the total scatter of the face
images in the projected space. Looking from another angle, PCA aims to determine a
new orthogonal basis vector set that best reconstructs the face images in the meansquared error sense. These orthogonal basis vectors, also called eigenfaces, are the eigenvectors of the covariance matrix of the face images, associated with the highest
eigenvalues.
In this study, we have trained a single Gaussian model for each person’s face.
Since we are using video signals, it is feasible to obtain many face images of a single
person and it is feasible to use a statistical model for recognition. The decision making process is identical to the speech case after the statistical model is built.

5.

Person Recognition Using Driving Signals

Can drivers be identified from their driving behavior? or equivalently, is the driving
behavior a biometric trait? Researchers at CIAIR and authors have studied pressure
readings from accelerator and brake pedals, as well as the vehicle speed variations [9].
After trying Fourier analysis and multi-dimensional linear prediction techniques with
limited success, both groups employed Gaussian Mixture Modeling (GMM) method
to represent inter-driver and intra-driver characteristics, which has been successfully
employed in speaker/speech recognition area. Smoothed and sub-sampled driving
signals (acceleration and brake pedal pressures) and their first derivatives were used
as features for modeling driving behavior of the drivers. Driving signals can be obtained by frequent sampling in time, thus we can collect ample data from a single person to train a statistical model. After feature extraction, the statistical modeling
(driver/impostor models) part is just like the speech case. Similarly, we construct a
GMM to model the driving features of each person and also train a background
model.

6.

Fusion

In this work, fusion of information from different modalities is performed at the
matching score level, which is often called “decision fusion”. We have used the
weighted sum rule to combine scores from different modalities. As reported in litera-

ture [10, 11], the weighted sum rule is more robust against noise and other disturbances as compared to several other score combination rules and often outperforms
them.
An important aspect of classifier combination at the score level is to carefully normalize scores from each modality before the actual combination. The nature of each
modality is different and log-likelihood scores cannot be directly superimposed.
Therefore, it is logical to normalize scores to make them compatible. One way to normalize scores is to use the mean and standard deviation of likelihood scores obtained
from held-out validation data. Normalization can be performed using a sigmoid function which will map the scores to the (0,1) range.

S k′ =

(4)

1
.
1 + exp (− ( S k − µ ) / σ )

Here Sk denotes the old log-likelihood-ratio score for the kth modality, Sk’ represents
the new score. Furthermore, µ and σ are mean and standard deviation of old scores
obtained on the validation set using all validation instances and all speaker models. In
this work, we have used top 3Nt scores for Nt validation instances to compute the
mean and standard deviation of scores since the log-likelihood values tend to be in the
range (-∞, 0) and taking all of the small values causes suboptimal results.
After normalization, we compute the weighted sum of new scores for each validation test case using the following formula:
(5)
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S = ∑ wk S k′ .
k =1

We have chosen fixed weights wk to minimize the verification equal error rate (EER)
on the validation data. After determining the optimal values for the weights on the
validation data, we have employed them during testing phase for test data to compute
overall final scores.
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7.

Experiments and Results

Center for Integrated Acoustics Research (CIAIR) at Nagoya University in Japan has
been collecting an in-car speech database since 1999 with a data collection vehicle
they have designed [2]. This vehicle supports synchronous recording of multi-channel
audio data from 14 microphones that can be placed in flexible positions, multichannel video data from 3 cameras and the vehicle related data such as the vehicle
speed, the engine rpm, the steering wheel angle, acceleration and brake pedal pressures, where each channel is sampled at 1.0 kHz. During the data collection stage,
each subject has conversations with three types of dialogue systems. One is a human
navigator, another is a Wizard of Oz system, and the last is a conversational system.
We have carried out person recognition experiments over a 20 person subset of the
CIAIR database. We have used the camera facing the driver and the audio signal from
the headset microphone for each person as video and audio sources, respectively. The
faces were hand-cropped to 64x40 pixel size and non-silence audio sections were
hand selected. We have smoothed and down-sampled by a factor of ten the brake and
acceleration pedal pressure readings and their first derivatives to be the features for
modeling the behavior of the driver. This resulted on four features at 100 Hz. Twelve
static MFCC features (excluding c0) at 100 Hz were used as audio features. For faces,
the principal component analysis (PCA) method was used to reduce the feature dimension to 20 for each image frame.

From each driver, 50 image frames, 50 seconds of non-silence audio and around
600 seconds of driving signals were utilized. We extracted features from this dataset
and divided all features into 20 equal length parts for each driver and modality. Each
part is associated with the corresponding one in each modality.
We have then performed a leave-one-out training procedure, where for each single
testing part, seventeen parts were used for training and two parts were held-out for
validation to optimize normalization parameters and fusion weights. This gave us 20
tests for each person (each time the training data is different), leading to 400 (20x20)
genuine tests total. Gaussian mixture models (GMM) were used with eight, one and
eight mixture components for speech, face and driving signals, respectively. Background GMM models were trained for each modality as well.
Block diagram of our training procedure is shown in Figure 1. Person recognition
system is illustrated in Figure 2. We performed verification, closed set identification
and open set identification tasks with the data. For verification, we have assumed each
person’s data as an impostor for the remaining 19 other drivers resulting at 7600
(19x20x20) impostor tests in total. For open set identification, we again assumed
7600 impostor tests where we count the other speaker models’ likelihoods that exceed
the decision threshold. From these results, we have combined false rejects and false
classifications for genuine tests to obtain two dimensional ROC curves for the openset scenario.
The modalities were combined by the weighted score summation method mentioned earlier. For each modality, scores were first normalized using the background
model and a sigmoid function. Next, we have fused the modalities by computing the
weighted sum of normalized scores. The modality weights were optimized on validation data to minimize the EER for verification. Our findings from both the unimodal
and multimodal performances are presented in Table 1.
Table 1. Closed-set speaker identification, speaker verification and
open-set speaker identification results are shown. Tests are performed
on a 20 speaker subset of the CIAIR database using various modalities
and their combinations. Multimodal decision fusion was performed using weighted summation of normalized modality scores.
Modality

Weights

Closed-set ID
(Accuracy %)

Verification
(EER %)

Open-set ID
(EER %)

A

Audio only

98.00

2.15

2.37

F

Face only

89.00

6.08

11.00

D

Driving only

88.25

4.00

12.00

A+D

(.62,.38)

99.25

0.83

1.10

F+D

(.43,.57)

98.00

1.62

2.25

A+F

(.63,.37)

99.75

0.50

0.50

A+F+D

(.47,.33,.20)

100.0

0.25

0.25

The results from single-mode identification and verification are very respectable.
As expected the performance based on audio-only yields the best performance since
the speech samples were from the close-talking headset microphone. In a controlled
lab environment face recognition algorithm has performed very successfully [1], but
the camera in the CIAIR database was covering a large section driver side of the vehicle and thus the driver face segments were fairly small in comparison to other studies
and hence the results are somewhat lower. We expect to get significantly higher results from face modality by focusing the camera primarily on the face of the driver.
The results based on analog driving signals are quite satisfactory and show considerable improvement over an earlier study [9].
Pair-wise fusion scenarios results in significantly better performance over the faceonly or driving-signals only cases and even an incremental improvement over the audio-only case. These pair-wise scenarios are quite critical since any one of these modalities can fail or become impractical, such as night-driving or the presence of radio
or other speakers in the chamber. In many driver verification applications, an error
rate of 0.5-1.63 percent would be more than enough and similarly, an EER rate of 0.5
to 2.25 percent would be quite satisfactory in the case of open-set driver identification
tasks.
As expected, the inclusion of all three modalities increases the performance of the
speaker recognition system to a very respectable level. We believe that error rates of
¼ percent can make bring most of the applications cited at the introduction section to
reality and commercially viable systems can be built.
However, we would like to point out that the results reported here are based on a
relatively small dataset and the investigators are experimenting with a much larger
data set of the CIAIR corpus (again all in Japanese) and they are putting together a
framework for a comprehensive and language-/region-independent driver-specific
data collection setup to avoid the limitations observed here.

8.

Conclusion

In this paper, we have introduced a multi-modal person recognition system that uses
speech, face and driving signals for in-vehicle applications. It is interesting to note
that, every modality has its own importance and improves the performance of the recognition system. Especially, it is interesting to see that driving signals are indicative
of the person and those signals can be considered as a biometric trait which was not
considered before.
We have obtained very encouraging results from a 20 person subset of the CIAIR
database and have observed improvement in every multi-modal combination that we
tried. These results show that, multimodal person recognition is very promising. We
conjecture that the improvement will be more important for adverse conditions when
one of the modalities may become totally unreliable; nevertheless, it will still be possible to rely on the remaining modalities.
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